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Basis for changing the signing method

ELECTRONIC DOCUMENTS have full
legal validity as paper documents -
recognized by Law

Save time - increase
business efficiency
between the units (FPT
sellers) and customers
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PURPOSE
Changing the traditional method of signing
— building a paperless operation process
with customers

Support customers in signing multi-platform
contracts

No distance — no interruption



What to prepare to sign electronic documents?

EMAIL ADDRESS: For receiving
notifications when there is a document

to sign

DIGITAL CERTIFICATE: Use DC USB
token, which the company use for tax
declaration. Accept DC of all CA

providers in Vietham
DEVICE: Computer (if digitally signed

with USB token)/ tablet/ smart phone



03 Steps for Signing

Receive email notifying about Click the “ View Document" View document content and sign
Si g nin g. link from the email and confirm (detailed instructions on the following

pages):
the access by typing the email and the

attached security code . Sign image/digitally sign FPT.eSign cloud on
Xin chao Binh ky

smart phone or

. Digitally sign USB token on desktop

B 00 i e e by e
e 5 com

Authenticate access

- Email/Mobile phone




Instructions for imaging signing on documents

2]
0 User presses up/down button ¢ to quickly
jump to the page with the photo signature (if

any).

e Users click on the Sign image icon to draw
signature hand fill signature image in text.

M | have read, understand, agree to the content of the text (data message) electronically and agree to use electronic methods to make transactions.
ooomicad  Bsave | omer |

Xac nhan ky x

Eﬂlﬂ_ Fpt Information System

DANGKY CAP MOI CHUNG THU SO FPT-CA VABIEU KHOAN SUDUNG

o
v

I THONG TIN THUE BAO (Goi tit li Khich hang)

Ho v tén khdch hing: IL& Thi Tt H H
o o [mim=e OTP information

Dia chi: ‘T’hajNguyiu_ThélTh\_l}  Thii Binh

Prdnhert ‘097“27562 Frt E The OTP has been sent back to your SMS or

§6 CMND/CCCD cd nhin: ‘151998062 Nedy cip: E email

Neicip: ‘m‘ Binh

Enter the OTP code =

IL BIEU KIEN VA BIEU KHOAN ST DUNG DICH VU

© This field is required.

Cancel =
signing

Insert signature from file ‘

Or draw a handwritten signature

Théng tin chir ky

Click on the check box "I have read, understand, agree
to the content of the electronic document (data message) and
agree to use the electronic method to make the transaction”

Click on the [“Completed signing”] button and
ending of imaging signing if only normal imaging sign

(Optional if signing multi-layer authentication
images). Click the ["Completed"] button. Select
the button “Ky anh xac thwc da 16p qua email”.
Comfirm register CA OTP,Enter the OTP code and
click “Ferform Signing” button to finish signing by
imaging signature.



Instructions to digitally sign documents

0 Click check box "l have read, understand, agree to the

content of the electronic document (data message) and
agree to use the electronic method to perform the
transaction”.

6 User click on [" Ky s6 bang plugin ciia eContract”]
button.

DAIDIEN BEN A DA DIEN BEN 3

TRAN PHONG LAM

Click on chack box to Téng giam dic Kb ngiah Tii chinh cing
canfirm agree to sign

electronically sian

elect to download
digital signature into

Digital signature information computet

ﬁ):g.zll: turnonthe dgtal sgnxurc tocd or Clde Gy te ocawnidad ond
vt

Ky 2drg plugn ¢3a
FPT.eContract

@ Download R Save m Signed and Completed

The system notifies the link for users to

e download the Digital Signing Tool.

Users install the tool by themselves by
double-clicking on the downloaded file,
selecting next through the steps to install
the tool.



Instructions for digitally signing documents — (continued)

° After the user installs and turns on the a User enters PIN code of Digital Certificates
digital signing tool, select [’Retry”], the USB token ‘
system will list Digital Certificates are

available on the user's computer. Xac nhan ma PIN:

* Users need to install the digital signing tool once.

M3 PIN: I ********l

° User selects the appropriate Digital

. " ° System digitally signing and confirm completed
Certificates, selects [“Sign”] button

Digital signature information X

&
i More
Lua chon chimg thu s& dé thuc hién ky

100% -
1-CONG TY TEST v

Tén chung: CONG TY TEST

Té chirc:

Str dung tir ngay: 2021-06-15T15:52:21+07:00
Sir dung @én ngay: 2021-09-15T16:00:00+07-00
Don vi cap: FPT Certification Authority

Cancel Sign




Instructions for refusing to review/sign

If the User wants to Reject review or refuse to sign,
select the [Orther] button\Select the [Reject]

button.

User Enters the reason for the rejection and Are you sure to reject?

Se|eCtS the [Reject] button- Whenycu dc< reject, the documrent exp rzs fer signirg

* The document has expired, signed and emailed to Please enter the raason you do nat zgree ta this document

the Contract Creator and those who have
signed/reviewed before. The contract creator
creates a signing flow and re-signs it from scratch.

Your rcasons for rcjection

CGHCEI “

If the User wants to Delegate/Forward to someone
else to handle, select the [Orther] button\Select
the [Delegate]/[Forward] button.

The user enters the name and email of the 2 Dekgee
authorized/Forward recipient to sign on his behalf

. ” Foward
and selects the [Confirmed] button.

* The document is still valid for signing, the User has ) ftere

no right to review/sign the document.

4

° Download documents: Users can download documents to save electronically at personal/unit storage devices.




Instructions to check the legality of signed documents

% Hoa-don-dién-ti_FPT_elnvoice_Vién-Déng_sign.pdf - Adobe Reader

The user downloads the file to the ks il

computer, opens the electronically Som ERNEE M- ENORORIER TEENN - BN - Z
. . . £ Signed and all signatures are valid. A
signed document file with the Adobe o — —

Acro bat Reader or Foxit Reader y B, Vaiidate Al CONG HOA XA HOTCHI NGHIA VIET NAM

2] ~ = o a Djc lip - Tu do - Hanh phiic
= 2 Rev. 1: Signed by CONG TY TNHH HE THONG THONG TIN FPT

application, and then selects the | sguureiswid —
S i g n atu re Pa n el b utto n . Document has not been modified since this signature was applied TRIEN KHAI GIAI PHAP HOA DON DIEN TU FPT.eINVOICE

Signed by the current user (Hop ddng sé: HPDV/2019/FIS/EINV-VIENDONG)
The signature includes an embedded timestamp but it could not be verified.

* Ad o be AC ro bat Read er or FOXit Read er Signature is LTV enabled Can cit Ba ndt Dn st s6 33/2005/QH1 1 ngay 11/06/200 ciia Quéc ho:

--------------

. - it thuong mai s6 362005 o 2005 ciia o
F Slgnature Detalls: Cin ¢l Lugt thwong mai s0 36/2005/QH11 ngay 14/06/2005 cia Quaoc hot:

i S a u n iVe rs al a p p I i C at i O n ; U S e rS Certificate Details... LL];I\I:A\"U[:]]A: ::u va khia ning cia Liai bén. Hom nay ngay .. (hing ... nam 2019,
Last Checked: 2019.11.20 11:05:14 +07'00' .

down |Oad i't from the intern et for Field: Signature1 (invisible signature) BEN A : CONG TY €O PIAN TIUONG MAT VA DICH VU VAN CIUVEN

QUOC TENGOI SAO VIEN DONG

. . Click to view this version Dia chi $6 12 A Hd Xuin Huone. Phuing Neuyén Du. Quin Ha: B3 Tame. 3 Néi
N Stal |at 1on. = %9 Rev. 2: Signed by CTCP THUGNG MAI VA DICH VU VAN CHUYEN QUGC TE NGOI SAO VIEN DONG Masbtd  : 0101491636
o . " bai dién Ong PHAM QUANG ANH
Signature is valid: Chire e
e Vi Gidm doc
Document has not been modified since this signature was applied ) . ) )
" BEN B: 2 CONG TY TNHH HE THONG THONG TIN FPT
S'gned by the current user Pia chi lang 22, toa nha Kengnam Landmark 72, 16 E6. duong Pham Hung.
Signing time is from the clock on the signer's computer. phvéng M: Tri. quan Nam T Lican. Tp. Ha Ni

Signature is LTV enabled icnthoai  : (021) 35626000

User selects each digital signature to “ Signature Deals e
.. . Last Checked: 2019.11.20 11:05:15 +07'00" Neanhane  : S& Giso dich Nedn hine TMCP Neoai thuone Vigt Nam
See the OWner Of the Dlg Ital Certlflcate Field: Signature2 (invisible signature) Baidén  :Ong TRAN PHONG LAM
Chure vy Téng Gidm Poc Khoi nganh Tai chinh cong
and check the integrity of the digital
Sau khi ban bae vi (hoa (hudn. bai Ben dd clng ubau nhat i ky ket Hop dong vy

signature (instructions on the following

Click to view this version
63/2019: \"Q-/“r'.\'/i'( \VI:TN&_”!\ 06/01/2019 cia
Ch ién.

1

pages).




Instructions to check the legality of signed documents - (continued)

@ Check for signs of digital signatures as shown below

Home  Tools Cong hda x& hdi ... Cong hda xBhdic... x @

Py
B & & 8 Q @® @ 11 se 8 2 & O Sa
L5, At least one signature is invalid.

[D Signatures x
EE) - validate AN 3 Export POF -~
@ Sugrer 3 CErtly B UrENOwn DOCaUISe T has fot Doen | Adobe Export PDF o«

a Shgring Time s from The clock
Click on this link to see the contract content

Sgonanre Detais
> was digitally signed (before it was modified)

|

Nz b Rev. 2 Signed by LE TH TO This icon show that digital signature has no
legal basis because of changing of the
contract document after signed

Segner s ISertty B UNRNOWN DeCause T has not Deen |
Soring Tme 5 oM The CIOCK ON The SIgNer S COMmpUts
> Signature Detals
Last Checked: 2000 1217 151827 LOT >
Flola: Signature2 on page 6
SRR 10 vigwy NS YeOEOD

> ha—.a-—unm”
2. Y Pageis) Oeletea
1. Y Pageis) Addea

Show changing activities after the contract
document was digitally signed by sides:

- 01 page was deleted

- 01 page was added

S B e S b S Gy B B Py By S B g - By
) B o B W —

B g S v Gy Wy Sy

' B B Sy S B M S # o e o . g S d— —
- b w— e
I ] emmmmiceas 1 Smge | Ve




Instructions to check the legality of signed documents - (continued)

Home Tools Cénghdaxiihdic...

e

Al least one signature has problems.
Signatures X

] - validate AN

4 COng hda x3 hdi chd nghia Vi§t nam
Cong hda xi hdic...

P W Q ®

> &, Bew 1 Stoned by Cono 1y TN Phan PRE Synnex FPT
> %Mzwnumr6wtn
> %wanwmnrwmrmmm

N QG

Hudng diin kKim tra ky hidu thong béo chir ky s

trén e ¢ DI chinh sura hay kKhdng

The digital signatures have icon as &bor as &) express that

the file content was not changed after digitally signed. The contents
of the file were agreed by sides to be implemented.

The digital signatures that has icon as % . express the file contents

has been modified after digitally signed
The contents of the file has
changed in compare with the copy has been signed by sides.
This changed file do not have enough legal basis.

Check for signs of digital signatures as shown below

® A

‘ Only the file were digitally signed

| has this button to be displayed

8 2 & O S

1 /6

~,

R

The digital signatures were signed
on the contract file

NG HOAXAHOICHU NSGHIANIET NAam
Doc lp - Ty do  Hpnh phac

-

HOP DONG MUA BAN
So FIS SRV 202" HDMB SYNNEX 2411

Cén Cw

« B hnge D swr 00 91001 SO T3 g Owine i mvine Comg hoa wdl bt o mphila Vige
Nowe thong gua mpay 24 thing 1] niwn 201 3. hidw hpe mpary 0101201 "
Lait Thavomg wogi 36 26200301 | do Owi i mwie Comg hoa nd M chw nghia Vige
Naowe thowg gua mpiy 14 thiwg 6 ndw D005
Nghi dywke guy d&imis Luge gioo dych didgm e v chiv By 20 20 ] 30 20] SND-CFP do Chimin
P v R mpery 27 thiwg ® ndwe 2018
Nhw cdw vt bha ndwmg cma hat Béw

Mo may. mpiry 25 thamg 1] wiwe 2020, spw Ha N, chwmg 18 o

Biém Ban: CONG TY ITNHH PHAN PFHOILSYNNEX FPFY

Dea e Toa s FPT Cou Gady, SO 17 PO Duy Tin. P Dich Voug Him
Q Can Gaby, Ha Nds

Deén thom (B4 -0) THOOGEE4 Fax (B8 - 4) 395 o)

Gaby DKXD CIOI2645 18 do SO KHDT TP Ha Ndu cip nghy 200122008
Dang by hay &4 Ma 22 aphy 020422018

M WO e 01042645818

SO tm Lhoam 0591 199889958 T npin hing TMCOCP Ta Phong - ON Hodn Ksdm

Das dicw Oug Lé Thanh s

Chiix vo GDED i< Phing KD 0 1 -« TT KD mby tin vi thodt by agoss v N

Quydt Sl wy quydn & 1 TVHOD-SFDC aghy 20 thing 05 alm 2019

Sign In
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Contact help

E FPT.eContract
Customer support 24/7:
1900636191 (ext 3)
Customersupport@fpt.com.vn
(subject "eContract")

Operation instruction video
Channel “FPT.eContract”




